
This article can be downloaded from http://www.iajpb.com/currentissue.php 
11 

 

 

  



This article can be downloaded from http://www.iajpb.com/currentissue.php 
12 

 

Indo-Am. J. Pharm & Bio. Sc., 2021 ISSN 2347-2251 www.iajpb.com 

                               Vol. 9, Issuse 3, Aug 2021 

© 2014 Meghana Publications. All Rights Reserved 

 

 

 

HIGH-SECURITY DOOR ACCESS SYSTEM USING Open CV 
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 Abstract: This article details the design and development of a high-security gateway framework. For 
verification, it employs the use of distinctive marks and facial recognition breakthroughs. System 
employs two-level verification as a part of this project progress. The first level employs a camera to 
verify the user's face, and the second level uses a unique fingerprint to verify their identity. If a 
gatecrasher attempts to enter the room by breaching the door without a face and unique finger 
imprint verification accelerometer sensor will operate and trigger a warning using the alarm ring.. 
This framework also includes an exceptional case: if the subject has been physically examined, just 
one level of confirmation (confront acknowledgement) is required, or two degrees of validation are 
required if the individual has not been physically tested. In this framework,  
The Haar course and Eigenfaces calculations are used for confront detection and acknowledgement, 
respectively. An entrance survey page is also included in the system. It has an inbuilt IOT server that 
sends the live images of the dark persons through email. In this way, the suggested High-security 
entrance get to framework is more safe, robust, and solid than other conventional frameworks since 
it is programmed and implanted. 
 
Keywords: Programming language Python and a GSM module are included in the Face Recognition 
System on the Raspberry Pi3. 
 
I.INTRODUCTION  
Security and checking have recently shown to 
be conclusive and essential. The Internet of 
Things (IoT) and other new technologies are 
on the horizon. 
VII. The need for more quick-witted 
security frameworks has grown as cutting-
edge check and security headways have 
changed. In any home security system, 
identifying guests who arrive and exit via the 
front door is essential. Face affirmation and a 
one-of-a-kind check technique may be used to 
govern a screen. For humans, face affirmation 
is likely the most recognisable technique to XI.
 METHOD ALREADY IN PLACE II. 

Various initiatives aimed at ensuring the 
safety of every residence are on display. In 
any event, the top in class does not guarantee 
complete success. 
XIII. Lock and Key structure was the first 
step toward affirmation. From that point on, 
this system was under attack since a few keys 
were being created slowly for a single shock. 
Initially, this method was shown to be 
fantastic. Similarly, a gangster may create 
multiplication keys for the same shocks. As a 
consequence, this method was unable to 
provide complete protection.
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XVII. Password is used as a check 
mechanism in the next phase of the security 
procedure known as "mystery key 
authentication." The database has a copy of 
the unsolved mystery word. Customers are 
well-protected with this method of a surprise 
key check. Even if the secret key is guessed, 
this system still has a problem. Acceptance of 
the RFID card: An RFID card's security level 
was confirmed to be three-quarters secure. 
During periods of security, this technique was 
bolstered. Only the individual whose RFID 
card matches the database is allowed entry. 
At any rate, RFID cards may be duplicated, 
thus this strategy was quickly abandoned. 
XXI. III. METHOD OF DEVELOPMENT Use 
one-of-a-kind verification methods like Face 
Recognition and Fingerprints to achieve 
abnormal state security. Additionally, it 
provides an excellent response for those who 
have been subjected to physical testing. Think 
of the main level of security as facial 
recognition, then consider the second level of 
security as a unique mark validation. Face 
acknowledgment verification will be adequate 
to detect any impairment if a person is really 
impaired at that moment.  
the individual and offer access to enter the 
home. 
XXII. HARDWARE SYSTEM 
 
Figure 1: Block diagram 
 

The framework's operation is divided into two 
stages: selecting the authorised customers 
and identifying and perceiving the approved 
individuals. In addition, a parallel check is 
conducted to see whether the MEMS 
Accelerometer is inflamed. Face recognition 

and Fingerprint confirmation are both used as 
security layers in the framework. There are 
two degrees of verification required in order 
to unlock the door if the person is not 
physically challenged. If the individual is not 
physically challenged, then the framework is 
designed to conduct Face recognition as one 
level of verification. 
System for recognising a person's face: 
Technology that uses facial recognition to 
identify criminals has been around for some 
time now.Face assertion structure, in which 
the security professional enters an image of 
the person being insinuated into the 
framework, and then the framework 
preprocesses the photograph so that 
undesired components, such as change, are 
removed. From that point on, the framework 
will need the image based on its 
advancements, for example, the portion 
between the eyes, the length of the jaw line, 
and so on and so forth, It will be at this 
moment that the structure runs an interest 
through the database and displays the result. 
It's all about finalising the criminal obvious 
check framework in this project. This structure 
included a database for confronting people 
and a calculation for managing photographs in 
order to promote the feed of faces from the 
database. In order for this structure to be 
completed, there are two areas that need to 
be addressed: disclosure and verification. As 
one of the most substantial strolls in face 
verification, face unmistakable verification 
may be categorised into information-based, 
fusion invariant, mastermind organising, and 
appearance-based systems. Confirmation 
requires two steps: a technique preparation 
phase and an assessment phase. The estimate 
is sustained in a strategy plan.  
Images to be told and an indisputable model 
for each image are decided upon, while in an 
evaluation technique, a prototype of an early 
received test image is pitted against every 
other current prototype in the database. At 
this point, a nearby model is brought in to 
determine if the attestation process begins. 
Eigen faces are defined as a game-plan for 
beginning highlights based on a precise 
structure, Principal Component Analysis 
(PCA), that was used to analyse a group of 
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facial images. Anyone may agree that a 
person's face is a combination of these basic 
looks. 
XXIII. METHODOLOGY 
 the Raspberry Pi 3 model B has been 
designed with Broadcom's System-On-Chip 
(SoC), which includes four superior ARM 
Cortex-A53 processors running at 1.2GHz with 
32Kb Level 1 and 512Kb Level 2 reserve 
memory, a Video Core IV graphics processor, 
and a 1GB LPDDR2 memory module on the 
back of the board, the Raspberry Pi 3 model B 
has worked particularly well with the 
Broadcom BCM2837 SoC. Other features 
include Bluetooth Low Energy (BLE) and Wi-Fi 
BCM43143 on board, as well as 40 pins of 
generally usable information output (GPIO). 
It's also got a new control scheme.up to 2.5 
amps of 5 volt USB power supply 
management wellspring. Raspberry Pi 3 
Model B is the finest Raspberry Pi PC currently 
on the market. With a 1.2GHz clock speed and 
1GB of RAM, the Raspberry Pi can handle any 
advanced task. It is expected that board 
members have the ability to promptly 
exchange information with each other and the 
rest of the organisation. Another 2.4GHz and 
5GHz 802.11b/g/n/air conditioning Wi-Fi 
double band underpinning the Raspberry Pi 3 
Model B's 802.11b/g/n/air conditioning Wi-Fi. 
Additionally, the wired Ethernet performance 
is boosted by the inclusion of Gigabit Ethernet 
via USB 2.0. The maximum throughput is 
roughly 300Mb.. 

 
Figure 2: Raspberry Pi 3 Model B Fingerprint 
Sensor R-307:A noteworthy check scanner is 
just a sort of improvement 

Fingerprints that may be seen and attributed 
to a guy who has a real desire to provide or 
refuse access to PC plot work or physical 
office. A biometric security advancement 
known as "interesting finger impression" 
combines a combination of equipment and 
programming approaches to recognise the 
unexpected extents of a man's body. This is a 
straightforward approach that is made even 
more safe by using a variety of biometrics in 
an unconventional manner. In criminal 
investigations, biometric unquestionable 
checks based on finger prints are frequently 
used as proof of identity. Now that we can 
use the same biometric obvious confirmation 
procedure to create our own particular 
unwinding development meanders like a 
biometric authenticator/get the chance to 
control framework with the help of quickly 

 
Figure 3: Fingerprint Sensor R-307 
Ringer: A buzzer is a sound-generating gadget 
that has undergone modernization. The ringer 
is utilised in the project to notify the 
management when the weather is in its most 
natural state.. The patient's well-being is in 
jeopardy as a result of this sound. 
A motor driver (L293D) is a structured circuit 
that serves as an interface between the 
Raspberry Pi and the motors it controls. This 
current pennant is used to run the engines 
and is used as a present enhancer since it 
takes a low current control standard and gives 
a higher current control flag. 
A webcam (LOGITECH HD WEBCAM). 
As a webcam is a restricted propelled camera, 
it is able to gather light via a little point of 
convergence at the front utilising a tiny 
network of minute light-markers fused with 
an image-recognition microchip that can be 
either a CCD or CMOS picture-sensing device. 
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Figure 4: Logitech HD Webcam C270 
The photo sensor and its equipment 
transform the snapshot taken before the 
camera into a digital plan that can be 
interpreted by a computer programme. 
Because webcams are designed to capture 
and send images fast to a computer, they 
don't have built-in memory. Using a webcam's 
USB connection, a PC may access the 
webcam's photo sensor and capture the 
electrical information it receives.The video 
card in a PC uses a display connection called a 
screen to display information. These visuals 
are seen directly on the screen when parallel 

information is converted from 0s to images by 
a video card or delineation card. For example, 
CRT and liquid valuable stone introductions 
are two different types of displays (LCD). 
Screens have shown works that include 
turning the screen on and off, regulating the 
sparkle, distance, and location, among other 
things. It is predicted that a liquid crystal 
display (LCD) or LCD grandstands (LVD) would 
be thin since they are level board displays. To 
avoid confusion, don't use this part to refer to 
a PC with a twisted screen instead of one that 
is level. LCDsInterestingly, compared to CRT 
displays, they have a stronger screen. To 
create an LCD screen, liquid diamond cells are 
struck by electric voltages, resulting in 64 
distinct colours for each cell. In LCDs, there is 
a single assurance measure, and if a smaller 
assurance is obtained, a dull perimeter will 
form around the re-sized assurance. 

FLOWCHART 
XXIII. RESULTS 
 

 
Figure 5: Connection of the circuit 

 
TEST CASES OF RESULT 
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Figure 6:Recognizing Physically Challenged Person 
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Fig: Web-page Showing List of Authorized User’s Entry 
XXIV. CONCLUSION 
XXV. "HIGH SECURITY DOOR 
ACCESSSYSTEM USING OPEN CV AND 
FINGERPRINT" has been successfully 
conceived, built and tested. To put it together, 
we used the best bits from each piece of 
equipment, as well as some clever 
programming. Each module's proximity to the 
rest of the framework contributes to a clearer 
picture. 
XXVII. WORK TO COME IN THE FUTURE 
XXXI. Other advances in face recognition, 
such as Open Face, Open BR, and Deep Face, 
may improve the System's accuracy when 
recognising authorised customers' faces. The 
accuracy of facial recognition is largely 
dependent on the lighting conditions. 
XXXV. An great camera may also help 
improve the framework's precision. 
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